10/506505 



WQUJ 
Z — CJ> 
LU > 

oo> 
— a: lu 

IQ.Q 





otST available copy 



10/506505 



CHARACTERISTICS 


EX. :MOVIE, MUSIC, READING, EDUCATIONAL OR IMAGE 

DATA, OR GAME PROGRAM 
RECORDED AND MANAGED AS ENCRYPTED CONTENT DATA 
E(Kc,Dc) ENCRYPTED WITH Kc 


PLAINTEXT DATA RELATED TO Dc AND INCLUDING DID 


MANAGEMENT CODE FOR SPECIFYING Dc AND Kc 


SYMMETRIC KEY ENCRYPTING/DECRYPTING ENCRYPTED DATA 


RESTR 1 CT 1 ONS RELATED TO REPRODUCT 1 ON AND L 1 CENSE 
HANDLING 


MANAGEMENT CODE FOR SPECIFYING LICENSE 


GENERALLY REPRESENTING Kc//AC//D 1 D//L 1 D 


LU 




O 
f— 




CD 


CD 




o 


ATTRIBUT 


PECULIAR 
DATA 


PECULIAR 
DATA 


PECULIAR 
DATA 


PECULIAR 
DATA 


PECULIAR 
LICENSE 


PECULIAR 
LICENSE 


PECULIAR 
LICENSE 


NAME 


DATA 


DATA 

INFORMATION 


DATA ID 


CONTENT KEY 


CONTROL 
INFORMATION 


LICENSE ID 


LICENSE 


SYMBOL 


O 




5 


O 


AC 


1 


on 



Ll 



10/506505 



Ll 























i i i 


— y 


^ 












> — » 
























CO 


















>— 




>— 














CD 


CO 


CO 












CO 




I— 




1 — 




>- 


















>_ 




















1 1 i 










• 








1 1 1 








— 




ry 




fV 














QQ 


CO 


CO 




v 








CO 




O 




CD 














ZD 
























□c 




CD 










Q_ 


1 






CD 












j— 






















ry 












ry 












I 










I 


1— 


h— 




I 








1 












QQ 
=3 












LU 


LU 




QQ 








LU 












o 










r-\ 


CO 


CO 












CO 








o 








































1 1 i 


CO 












LU 


1 1 1 


LU 


CO 








LU 




1 — 




J— 


CD 


CO 




CO 








CD 


CD 


CD 


CO 




CO 




CD 
















CO 






r~\ 












CO 








o 




o 


> 
LU 


1 




-2 

1 








i 


— 1 


Qj 


1 

CD 








i 








1 1 


CD 






CD 








>— 


>— 


CQ 




CD 




>— 






























T— 








ry 








1 


1 1 






T" 








1 1 1 


1 1 1 


i i 






-r~ 




1 1 i 




Qd 




0d 


o 






CD 








> 




CD 






CD 








LU 

cd 


O | 


LU 
CD 




LU 






LU 




LU 


— 
r— \ 


LU 


LU 
ry 


LJJ 


Q 




Lu 




LU 
ry 




>- 


j— 


>— 


CL. 


LU 




21 


CO 


o 


1 1 i 


o 


cz> 


CL. 


1 I 1 






CO 


o 




QQ 
LU 


QQ 


LU 


>- 
h— 


Q_ 
>- 




>— 


Q_ 


LU 

> CD 
LU 


>— 


LU 


lZ 

LU 


>— 
J— 


| 

Q_ 
>— 




>— 


Q- 


1 1 
LU 






cE 


1 — 


CO 






LU 


>— 


Q > 


QC 


CZl 


QZl 


CO 


cn 




LU 


>- 


CD 












CD 




yy 


| | I 


i i i 


CD 








CD 




NX 


1 1 i 






o 


CO 


CD 




2: 






Nr-" 


LU Q 


2: 


CO 


CO 












CO 










re 


LU 




CD 




s 


LU 








LU 




CD 








u_ 


CD 


|_L_ 


CD 










LU 
ry CD 






ry 
LU 


CD 










ry 










ZD 






I 


CO 




LU 








i 


CD 


LU 




1 


LU 

CO 


1 — 


CO 






QQ 




CD -<C 




CZ) 


>. 


CO 






QQ 








or 


Cd 








) 


1 
















1— 






LU 
O 




LU 


\— 






CL. 




CO CD 




> 


LU 


I— 






Q_ 




LU 




LU 


CD 










^vCD 






CD 


CD 












CD 






o 




Z2ZL 


CD 




CO 




^0 


CD 


ry 


1 1 i 


^ 


CD 




CO 




i i i 




CD 




CD 


— > CO 






CO 








r> 


ry 


— \ to 






CO 


i 


ry 






1 




>—^co 


























Q. — 






LU 




— LU 


coZj 


j— 




O I 




1 


LU 


1 1 i 




| — 




O I — 


LU 




>- CD 


>— 


>— CD 


r\ 




CD 


— ry 




Cu 


CO 


CO 


c\ 




CD 


— ry 


CO 




u_ — 


&d 


1 t — 


CO CD 


>- 






\UJ 


~r~ /— n 


>— 






CO CD 






v^LU 






— CO 


LU 


CO 


_3cd 


ry 




r~> 


r -> 


CD 


ry 


LU 


1 1 i 


_3cd 


ry 








LU 




rv 




ry 


CD 






>; 


CD 


CD 


CD 


CD 


CD 








CD 




LU Cd 




LU Od 




i i i 








1 1 i 


LU 






CD 


1 1 i 




O ~T~ 






> LU 




>■ LU 




t — \ 










r— N 


| 












O | 


i 




CD 




r»-\ 


O >— 






i i i 


o 


ry >— 








CD >— 






i i i 


Q_ 






rv — 


O 




i i—i— 










u Ll. 








r~" LL. 






CD 








£§ 


1 1 






i i i 








1 1 — 


1 1 i 


QQ 


go 




UJ 








QQ 








£o 


t — \ |_ 








t* r~*\ 








r— > } 






^> 


— [— r"^> 






r-\ 


ry 


LU 






1 1 1 


>LU 






r~\ 


r— \ 


i i i ^* 






1 1 i 


1 1 i 


s 






LU 

CD 


>—Q_ 


ZLU 






C3 


CO 


LULU 




LU 


LU 


ZLU 






CD 


co" 




i i i 

NX 1 I 1 


LU 


CD 


c^ 






V | | 


c ^ 


O 


O 


CD 


CD CZl 


C3> 






s> i i 


CD 




— ) . 


Ny- 1 1 1 








1 1 




— 




^3 










Ll. 








CO 




CO 


CO 






O 


LU qE 






QZi 


QZl 


CO 






CD 


LU Cd 


CD 






CD 




co cc 


Q_ 








Cd 


Q_ 


O 


CD 


co cn 


CL. 






\^LU 


O 




OLU 


or 


OLU 


<LU 






•<c 


\> 


SHI 


>- 




cc: 


<CLU 








\> 


Cd 


cd 


— cd 


CL. 


— CD 








J— 


>> 




CC 


Q_ 


Q_ 


— 








>» 


Cu 


1 1 




\— — 


>- Li_ 


CD 






E CO 
O ' 1 ~ 


>— LL- 


CD 






>— LU 


CD 






Q.CO 






Q- _J 


>— >— 


Q 1 


LU 


LU 






LU — 


LU 


>— >— 


>— >- 


LU 


LU 




CD 


O 


>— >- 






LU LU 

id id 


>— 












^ 1— 


QZi 


LU LU 


UJ LU 


^ t— 


CD 








LU LU 


CO 


Qd >— 


Cd >— 










^vCO 


















^\CO 


id id 




CD QQ 


>-CJ> 


CD QQ 


LU 


CD 




o 


^\CO 


LU 


CD 




LU 


CD 




CD 


^\co 




Qd 


LU 


LU 


O CD 








>>LU 


CD O 




>— O 


>- CD 


CD QZ) 








>>LU 


>- CD 


LU 


cd cd 


2??y" 


cd cd 








J _ 




1 **~ 


on 






■■ "■ ~ ~ 


cc: 








Qd ~— 




LU 


LU 


1 1 








O 1— 






< Qc 








zS 


O h— 


<^ Qd 


CD 


Cdr— 


CD J— 


Q_ CO 


LU 




SE 


Cl_ CD 


Q— CO 


LU 


DC h— 


It- 


Q_ CO 


LU 




Q_ CD 


Qd f 


ARA 


13 2 


CD LU 


— 


>— : 






CK 


LU 


>— — 


Ylil 
omz 


CD LU 


CD LU 


>- — 






Cd 


^d LU 


CD LU 


CO LU 


Q-S 


i cc 

QQ LU 


cu 

CDS 


>- 




S 




CD 5 


Q_ S£ 

1 1 1 


§^ 




i 


Q. 
O 


2 




Q_ S 




—mJ 1 i 


* 1 1 




CO Q_ 






Z NJ 


CO Q_ 


LU >— 




CO Q_ 




O.CD 


LU 


CD 


Q_ CD 


1 — CO 


Q-O 


LUS 


<C ^ 


— 


LUi 




1 — CO 


1 — CO 


UJt 




— ' 


CD CD 


I — CO 








_^ 




LU 


















LU 












/— \ 
v— 




< — •> 


r *> 


J— 
















CD 




























ULl 


















LU 








UJ 


1 — 


13 


> 




CD 


1 


1 >- 


I LU 


LU 


LU 


Zj 


> 




CD 


1 — 


UJ 




<5 


id 




QQ 










<C LU 








QQ 










id 










ZD 


or 










ZD 








cr: 


















CL. 


Q— 










CZS LU 






CL. 


Q_ 












U_ 


O 


LL. 








CO ol 


u_ 


— CD 




CD 


cz> 








Ll. 


o 










CO 


CO 






CO — 


> — 


II 






CO 


CO 




co cc: 


CO — 




LU 


t— 




1 — 


CO 


CO 




cop 








CO 


CO 








cop 


COh- 


CO 




cd>- 


cd>- 




o- 


Li- 




Q QQ 




CO 


CO 


_J LU 




>- 


< Ll_ 


<CGd 


CO 


| 


LU LU 
CD id 


LU 

CO 


LU LU 
CD id 


1 UJ 


1 


LU 




1 LU 


Z21 ZD 




LU 


LU 


i 


LU 




1 LU 


LU 




CD ^ 


CD iscT 


CD — 


CD CD 


— Q_ 




CO 


CO 


CD ^ 


cd:*: 


CD — 


CD CD 


CO 


OL 








>» 










M 




















CO 




X 














EE 
CD 


ISI 


X 


! X 


Q_ 






>% 




X 




CO 




CO 








M 

CD 






CSl 


O 


CL 




CL 




OJ 


>- 


Q_ 


CO 


cl. 


Q_ 




CD 


Q_ 


O 


CO 


GO 


Q_ 


CD 




o 




CO 


CO 






id 
















^£ 










CD 


id 




OVIDING 




LU 
CD 




















CD 














od 

Q- 




ORA 


CO 


















CD 














LU 




1 — 




















ZD 1 — 












CO LL 


J 


CO Ll 




















CD — 












ZCD 


CD CD 


















OZD 












LU 




















CC CD 












o> 




















o_ ct: 












LL 


J 


•en LL 


j ze: 


















LU 












— i cd 




















cc: cd 











10/50650 




10/506505 



o 

LO 



\ 



CT3 
_ 

ZD h- 
Q 

§3 

Q- cd 

UJ 

ceo 



oo 

LO 



CVJ 
LO 



o 

CVl 
LO 



!> 



5_ I 



o 



O CVJ 
LU CO 









o 












1 — 




















< 


1 












O 






LU O 


LU 






CO 








LO 


LO 







8 



csj 
CO-. 



CO 



CO 



LO 

O 
LL 



CSI 

o 



3 



-"V 



LU 



LU 

en 



o 
i — 

CJ> CVJ 

z.w 



CO 

o 

LO 



CSJZ 
CO LU 



O 

LO 



o 

LO 



>- 

CC CO 
O CL 
LU O 







i 


<= 


Kcp HOLDI 
Kcp3 






i 



.CJ> 



CO- 
CO I 



<t Q£ CO 
-J LU CL 

ooo 



csi 

. o 

LO 



XI 



< — > 



52 K- 



cvj 



< — > 



o 



, CO 

o 



10/506505 




10/506505 



FIG. 7 



250 



SECURE DATA STORAGE PORTION 

250A 

LIC ENSE MEMORY ^_ 

LBA1 ' 



VALIDITY 

FLAG 

MEMORY 



LBA2 



LBA3 



LBA4 



LBA-N 



□ 



LOG MEMORY 



250B 



■250C 



OUTPUT LOG 



INTERNAL LOG"- 



LID REGION 


Ks2x 


STATUS 


REGION 




KPcmx 


LBA 


REGION 


ST1 


ST2 




REGION 


REGION 


2501 


5 

2502 


2503 


!> 

2504 


!> 

2505 


2506 



10/506505 



FIG. 8 

• LICENSE PROVIDING DEVICE 40 



TERMINAL DEVICE 10 



HD 20 



H PROVIDE QnT~H 




CERTI FIED 
| ACCEPT KPcmT> S8 



PRODUCE LID 
X 



PRODUCE AC 

X 



I PRODUCE KslTp 



S9 

S10 

S11 



ENCRYPT Ks1a WITH KPcml 
TO PRODUCE E (KPcml , Ks1a) 



PROVIDE 

LID//E(KPcm1.Ks1a) 
<T 



S13 



S12 



S14 



S15 



S18 
/ 



PROVIDE SESSION KEY REQUEST 



-S2 



ACCEPT L 1D//E (KPcml ,Ks1a)| 

PROV I DE H D//E (KPcml , Ks1 a)|-U| ACCEP T L I D//E (KPcml , Ks1 a) K S1 6 
____^__J , ^ 



DECRYPT ECKPcml.KsIa) WITH 
Kcm1 TO .ACCEPT Ks1a 



-S17 



-» j PRODUCE SESSION KEY Ks2a 



S19 
S20 



STORE LID AND Ks2a IN LOG MEMORY 
CHANGE ST1 TO "WAITING FOR RECEPTION' 



ACCEPT 

LID//E(Ks1a, Ks2a//KPom2) 



PROVIDE 

L I D//E (Ks1 a. Ks2a//KPom2) 



ACCEPT LID//E(Ks1a, Ks2a//KPom2) Y 



DECRYPT E(Ks1a, Ks2a//KPom2) WITH 
Ks1a TO ACCEPT Ks2a AND KPom2 

X 



OBTAIN LID AND Kc FROM CONTENT DB 
(ESTABLISH LIC) 

X 



S25 
.S26 

• S27 



ENCRYPT LIC WITH KPom2 
TO PRODUCE E(KPom2, LIC) 



.S28 



TO S44 



ENCRYPT E(KPom2, LIC) WITH Ks2a 
TO PRODUCE E(Ks2a, E(KPom 2, LIC)) 

i r 

TO S30 



-S29 



ENCRYPT Ks2a AND KPom2 WITH Ks1a 
TO PRODUCE E(Ks1a,Ks2a//KPom2) 



PROV I DE L I D//E (Ks1 a, Ks2a//KPom2) Y 



S21 
S22 



-S23 
.S24 



TARGET OF REWRITE PROCESSING 



10/506505 



F I G 



LICENSE PROVIDING DEVICE 40 



FROM 



S7 



FROM S29 
J 



PROVIDE 
E(Ks2a,E(KPom2.LIO) 

^ 

S30 



ISSUE ERROR 
NOTIFICATION 



S44 
_Z_ 



TARGET OF REWRITE 
PROCESSING 



TERMINAL DEVICE 10 

S31 
Z_ 



ACCEPT 
E( Ks2a,E(KPom2,LIO) 



PROVIDE 

E(Ks2a,E(KPom2,LIO) 


S32 



S36 



PROVIDE DESTINATION 
LBA OF LIC 



S45 
^1 



c 



ACCEPT ERROR 
NOTIFICATION 

I 

END DUE TO WRITE 
REJECTION 



) 



(NORMAL END) 



HD 20 



S33 
/ 



ACCEPT E (Ks2a, E (KPom2, LIC)) S34 



DECRYPT E(Ks2a, E(KPom2. LIC)) 
WITH Ks2a TO ACCEPT E(KPom2. LIC) 

3 



DECRYPT E(KPom2.LIC) 
WITH Kom2 TO ACCEPT LIC 



-S35 



ACCEPT DESTINATION LBA OF LIC| ^ S37 

S38 



STORE DESTINATION LBA IN 
LOG MEMORY 



S39 




LIDS MATCH 



MATCH 



. MISMATCH 
I SSUE ERROR NOT I F I CAT I ON V S43 



STORE LIC AT 
DESTINATION LBA 



lONp 

~S40 
.Z, 



CHANGE VALIDITY FLAG FOR 
DESTINATION LBA TO "VALID' 



CHANGE ST1 IN LOG MEMORY 
TO "RECEIVED" 



S42 



10/506505 



FIG. 10 



LICENSE PROVIDING 
DEVICE 40 



TERMINAL DEVICE 10 



HD 20 



S102 (START REWRI1TE PROCESSING) 



ACCEPT REWRITE REQUEST^— | PROVIDE REWRITE 
* 1 1 REQUEST 



S103 



, M. . < 

| PRODUCE Ks1b Y 

OBTAIN KPonl FROM LOG DB^ S104 

ENCRYPT Ks1b WITH KPcml LSI 05 
TO PRODUCE E(KPcm1, Ks1b) 



PROV I DE E (KPcml \ Ks1 b)hH~ACCEPT E (KPcml , Ks1 b) [ 



S106 



S101 



S107 



IPROVIDE E (KPcml, K$1b)h 



S108 



PROVIDE LOG OUTPUT 
REQUEST 

V 



S1 1 1 



TARGET OF REWRITE PROCESSING 



-> f ACCEPT E (KPcml, Ks1b) Y 



S109 



DECRYPT E (KPcml , Ks1b) WITH 
Kcm1 TO ACCEPT Ks1b 



.S110 



* \ ACCEPT LOG OUTPUT REQUEST> S112 



MISMATCH 




INVALID 



CHANGE ST2 IN LOG 
MEMORY TO "DATA PRESENT" 



-S115 



CHANGE ST2 IN LOG 
MEMORY TO "SHIFTED" 



-S116 



CHANGE ST2 IN LOG 
MEMORY TO "NO DATA" 



-S117 



OBTAIN OUTPUT LOG (LID// 
Ks2a//ST1//ST2) FROM LOG MEMORY 



-S118 



ENCRYPT Ks2c WITH Ks1b 
TO PRODUCE. E(Ks1b, Ks2c) 



S119 
S120 



| PRODUCE H(LID//E.(Ks1b, Ks2c)//ST1//sf2)"1 q 121 



ENCRYPT H(LlD//E(Ks1b, Ks2c)//ST1//ST2) WITH Ks1b 
TO PRODUCE E(Ks1b, H(LID//E(Ks1b, Ks2c)//ST1//ST2)) 

I 



PROVIDE LID//E(Ks1b. Ks2c)//ST1//ST2 
//E (Ks1 b, H (L I D//E (Ks1 b. Ks2c) //ST1 //ST2) ) 



ACCEPT LID//E(Ks1b, Ks2c)//ST1//ST2 

//E (Ks1 b, H (L I D//E (Ks1 b, Ks2c) //ST1 //ST2) ) 



PROVIDE LID//E(Ks1b, Ks2c)//ST1//ST2 
//E(Ks1b, H (L ID//E(Ks1b, Ks2c) //ST1 //ST2) ) 



-S123 



.S124 



S122 



ACCEPT L l D//E (Ks1 b, Ks2c) //ST1 //ST2 
//E(Ks 1b, H (L I D//E (Ks1 b. Ks2c) //ST1 //ST2) ) 

J i ' 

TO S126 ! 



^S125 



26/506505 



FIG. 11 




ACCEPT L I D//E (Ks1 b, Ks2b//KPoni2) f S1 42 

SI 43 



DECRYPT E(Ks1b,Ks2b//KPom2) WITH 
Ks1b TO ACCEPT Ks2b AND KPom2 

3 



OBTAIN LID AND Kc FROM CONTENT DB 
(ESTABLISH LIC) 



.S144 



ENCRYPT LIC WITH KPom2 
TO PRODUCE E(KPom2, LIC) 

I 



-S145 



ENCRYPT E(KPom2, LIC) WITH Ks2b 
TO PRODUCE E(Ks2 b, E(KPom2, LIC)) 

i r 

TO S147 



-S146 



TARGET OF REWRITE PROCESSING 



10/506505 



FIG. 12 



LICENSE PROVIDING 
DEVICE 40 

ROM SI 46 

i 



PROVIDE 
E(Ks2b.E(KPom2,LIC)) 



S147 



TARGET OF REWRITE 
PROCESSING 



TERMINAL DEVICE 10 

S148 



ACCEPT 
E(Ks2b, E(KPom2,LIC)) 



PROVIDE 
E(Ks2b,E(KPom2,LIQ) 



S149 



S153 



PROVIDE DESTINATION 
LBA OF LIC 



S161 



c 



ACCEPT ERROR 
NOTIFICATION 

I 

END DUE TO WRITE 
REJECTION 



HD 20 



S150 

/ 



ACCEPT E(Ks2b,E(KPom2,LIC))| S151 
I —L 



DECRYPT E(Ks2b, E(KPom2,- LIC)) 
WITH Ks2b TO ACCEPT E(KPom2, LIC) 



DECRYPT E(KPom2, LIC) WITH / 
Kom2 TO ACCEPT LIC 



S152 



ACCEPT DESTINATION 
LBA OF LIC 



-S154 
^S155 



STORE DESTINATION LBA IN 
LOG MEMORY 




SI 56 
MATCH 



MISMATCH 



ISSUE ERROR NOTIFICATION 



S160 



S157 

<s 

STORE LIC IN DESTINATION LBA> — 1 



CHANGE VALIDITY FLAG FOR 
DESTINATION LBA TO "VALID' 



CHANGE ST1 IN LOG MEMORY 
TO "RECEIVED" 



.S158 
• S159 



10/506505 




CO 
CO 



I 





Ll 



22/506505 



FIG. 14 



HD 20 



TERMINAL DEVICE 10 



HD 21 



C 



START 



S201 



| ISSUE OUTPUT REQUEST FOR CERTIFICATE 



H PROVIDE CmT~K 



S203 




| ACCEPT AND STORE KPcml IN LOG MEMORY} " 



S208 



PRODUCE Ks1a ^ S2 ° 9 



ENCRYPT Ksla. WITH KPcml 
TO PRODUCE E (KPcml, Ksla) 

n 



PROVIDE 
L I D//E (KPcml .Ksla) 

^ 

S211 



S212 

. . £ 

- ^ACCEPT L I D//E (KPcml , Ksla) 



-S210 



T213 



S216 



ACCEPT OUTPUT REQUEST 
FOR CERTIFICATE 

3 



*S202 



PROV I DE L I D//E (KPcml , Ksj a)K » [ ACCEPT L 1 D//E (KPcml , Ks1 a) Y 



DECRYPT E (KPcml, Ksla) WITH 
Kcm1 TO ACCEPT Ksla 



S214 
S215 



[PROVIDE SESSION KEY REQUEST^ » j PRODUCE SESSION KEY Ks2a 



S217 
S218 



STORE LID AND Ks2a IN LOG MEMORY 
CHANGE ST1 TO "WAITING FOR RECEPTION 



ENCRYPT Ks2a AND KPom5 WITH Ksla 
TO PRODUCE E(Ks1a.Ks2a//KPom5) 



S219 



ACCEPT 

LID//E(Ks1a, Ks2a//KPom5) 



\ PROVIDE LID//E(Ks1a.Ks2a//KPom5) 



PROVIDE 
LID//E(Ks1a, Ks2a//KPom5) 



ACCEPT L I D//E (Ksj a, Ks2a//KPom5) 



,S223 



DECRYPT E(Ks1a,Ks2a//KPom5) WITH 
Ksl a TO ACCEPT Ks2a A ND KPom5 

T 1 



.S224 



STORE LID AND Ks2a IN LOG MEMORY 
CHANGE ST1 TO "WAITING FOR RECEPTION' 



S225 



1 



S226 



PROVIDE STORAGE. LBA OF TARGET LIC| 



[ACCEPT STORAGE LBA OfTaRGET L1C> ^ S227 

[STORE LBA IN LOG MEMORY^ 228 
S229 ! 

INVALIU — ^VALIDITY^^ 
FLAG FOR STORAGE 
LBA 
. VALID 

IOBTAIN LIC BASED ON LBAj T" SZ3U 

* i 

TO S252 TO S231 • . 



S221 
.S222 



S220 



TARGET OF REWRITE PROCESSING 



•1 



10/506505 



FIG. 15 



ROM 

S207. S229 



HD 20 
FROM S230 




TERMINAL DEVICE 10 



ENCRYPT LIC WITH KPom5 
TO PRODUCE E(KPom5, LIC) 



-S233 



ENCRYPT E(KPom5, LIC) WITH Ks2a 
TO PRODUCE E(Ks2a, E (KPom5, LIC)) 




-S234 



CHANGE VALIDITY FLAG 
FOR LBA TO "INVALID" 



CHANGE ST1 OF LOG 
MEMORY TO "SENT" 



PROVIDE 
E(Ks2a, E(KPom5 LIC)) 

S238 



• S236 



-S237 



S239 



ACCEPT 
E(Ks2a,E( KPom5,LIO) 

* : 



PROVIDE 
E(Ks2a,E(KPom5,LIO) 

<\ 

S240 



S244 



HD 21 



S241 



ACCEPT E (Ks2a. E (KPom5. LIC)) 



S242 
-L 



PROVIDE DESTINATION LBA OF LIC H^ACCEPT DESTINATION LBA OF LIC 



S252 



ISSUE ERROR 
NOTIFICATION 



TARGET OF REWRITE PROCESSING 



S253 
/ 



ACCEPT ERROR 
NOTIFICATION 



c 



END DUE TO WRI 
REJECTION 



I — ~ 

(normal end) 



DECRYPT E (Ks2a, E (KPom5, LIC)) W I TH 
Ks2a TO ACCEPT E(KPom5, LIC) 



DECRYPT E(KPom5, LIC) 
WITH Kom5 TO ACCEPT LIC 



S243 



/ 



S245 



STORE DESTINATION LBA l^ S246 
IN LOG MEMORY 



MATCH 




H I SSUE ERROR NOT I F I CAT I ONp 



S251 



S248 



STORE LIC IN DESTINATION LBAf 

I 

CHANGE VALIDITY FLAG FOR LS249 
DESTINATION LBA TO "VALID' 



CHANGE ST1 IN LOG MEMORY 
TO "RECEIVED" 



r 

J^S250 



107506505 



F I G 



1 6 

HD 20 



, TERMINAL DEVICE 10 
( START REWRITE PROCESSING) 




;VALID( WAITING FOR SENDING, SENT) 
| PRODUCE Ks1b^ S3Q3 j 

lOBTAIN KPcml FROM LOG MEMORY^ 304 



ENCRYPT Ks1b WITH KPcml 
TO PRODUCE E (KPcml , Ks1 b) 

I 



*S305 



I PROVIDE E (KPcml .Kslb) 
i _ — 



S306 



S307 



[ACCEPT E (KPcml, Ks1b) | 
I 



| PROVIDE E (KPcml Ks1b)h 
S308 



| PROVIDE LOG OUTPUT REQUEST 



'TO S371 



HD 21 



TARGET OF REWRITE PROCESSING 



-rf ACCEPT E (KPcml, Kslb) r 



S309 



DECRYPT E (KPcml , Kslb) 
WITH Kcm1 TO ACCEPT Kslb 



-» | ACCEPT LOG OUTPUT REQUEST^ 

S313 



S310 
S312 



MISMATCH 




VALID 



CHANGE ST2 IN LOG MEMORY 
TO "DATA PRESENT" 



-S315 



CHANGE ST2 IN LOG 
MEMORY TO "SHIFTED" 

I 



*S316 



CHANGE ST2 IN LOG 
MEMORY TO "NO DATA" 



*S317 



OBTAIN OUTPUT LOG (LID//Ks2c 
//ST1//ST2) FROM LOG MEMORY 



*S318 



ENCRYPT Ks2c WITH Kslb 
TO PRODUCE E(Ks1b. Ks2c) 
X 



-S319 



S320 
/ 



| PRODUCE H(LID//E(Ks1b, Ks2c)//ST1//ST2)| Q ^ 91 



S322. 



ENCRYPT H(LID//E(Ks1b,Ks2c)//ST1//ST2) WITH Kslb 
TO PRODUCE E (Ks1b, H(LID//E(Ks1b, Ks2c)//ST1//ST2)) 
1 1 : 



TO S323 



PROV I DE L I D//E (Ksl b. Ks2c) //ST1//ST2 
//E (Ks1 b. H (L I D//E (Ks1 b. Ks2c) //ST1//ST2) ) 



2 0/5 06 50 



FIG. 17 



HD 20 



TERMINAL DEVICE 10 
ROM S322 
i. 



AGCEPT LID//E(Ks1b,Ks2c)//ST1//ST2 
//E (Ks 1 b. H (L I D//E (Ks1 b, Ks2c) //ST1//ST2) ) 

X 



PROV I DE L I D//E (Ksl b, Ks2c) //ST1 //ST2 
//E (Ks1b, H(LI D//E (Ks1 b, Ks2c) //ST1//ST2) ) 




HD 21 



.S323 



-S324 



PRODUCE SESSION KEY Ks2b Y 



S337 
S338 



S341 
Z 



STORE LID AND Ks2b IN LOG MEMORY 
CHANGE ST1 TO "WAITING FOR RECEPTION' 

I 



ACCEPT 

LID//E(Ks1b, Ks2b//KPom5) 



ENCRYPT Ks2b AND KPcm5 WITH Ksl b / 
TO PRODUCE E(Ks1b,Ks2b//KPom5) 

:. * . 

< H PROV I DE L I D//E (Ksl b, Ks2b//KPom5) | 

I >co> 



S339 



1 
1 


PROVIDE 

LID//E(Ks1b, Ks2b//KPom5) 


1 
1 


ACCEPT LI D//E(Ks1b,Ks2b//KPom5) ^ 



DECRYPT E(Ks1b,Ks2b//KPom5) WITH 
Ks1b TO ACCEPT Ks2b AND KPom5 

J ~ 

TO S371 TO S345 



US344 



S340 



20/506505 



FIG. 18 

FROM S302. S326, 
S327, S329-S331 



HD 20 
FROM S344 



TERMINAL DEVICE 10 
S345 



HD 21 



STORE LID AND Ks2b IN LOG MEMORY 
CHANGE ST1 TO "WAITING FOR RECEPTION" 



S347 



STORE LBA IN LOG MEMORY 

INVALID^^£ |D p- S348 : 

FLAG FOR STORAGE 
LBA 

VALllT"y^ ^ S34 9 
lOBTAIN LIC BASED ON LBA 



S346 



ACCEPT STORAGE LBA OF TARGET LI Ck-| PROV I DE STORAGE 



LBA OF TARGET LIC, 



TARGET OF REWRITE PROCESSING 



-S350 



MISMATCH 




MATCm 
PROHIBITED^ 

CHECK AC 



ENCRYPT LIC WITH KPom5 
TO PRODUCE E(KPom5, LIC) 
I 



-S353 



ENCRYPT E(KPom5,LIC) WITH Ks2b 
TO PRODUCE E (Ks2b, E (KPomS, LIC)) 




.S354 



CHANGE VALIDITY FLAG 
FOR LBA TO "INVALID" 

I 



CHANGE ST1 OF LOG 
MEMORY TO "SENT" 

3 



-S356 



-S357 



PROVIDE 
E(Ks2b,E(KPom5,LIC)) 

<s 

S358 



S359 



ACCEPT 
E(Ks2b,E( KPom5,LIC)) 



PROVIDE 
E(Ks2b,E(KPom5,LIQ) 

^ 

S360 



S361 
Z- 



ACCEPT E(Ks2b.E(KPom5.LIC)) 
I 



DECRYPT E (Ks2b. E (KPom5, LIC)) W I TH 
Ks2b TO ACCEPT E(KPom5.LIC) 

3 



S362 
JL 



S364. 



DECRYPT E(KPom5,LIC) WITH 
Kom5 TO ACCEPT LIC 



PROVIDE DESTINATION ACCEPT DESTINATION LBA OF LIC 
LBA OF LIC . 1 j 



S363 
S365 
S366 



ISTORE DESTINATION LBA IN LOG MEMORY | 



S367 



S372 



ISSUE ERROR 
NOTIFICATION 



S373 



ACCEPT ERROR 
NOTIFICATION 




MATCH 



ISSUE ERROR NOTIFICATION 



,S371 
S368 



c 



END DUE TO WRITE 
REJECTION 



) 



(normal end) 



STORE LIC IN DESTINATION LBAK- 1 



CHANGE VALIDITY FLAG FOR 
DESTINATION LBA TO "VALID' 



S369 



CHANGE ST1 IN LOG 
MEMORY TO "RECEIVED" 



>S370 



10/506505 



FIG. 19 



REPRODUCING CIRCUIT 150 
S402 



ACCEPT OUTPUT REQUEST 
FOR CERTIFICATE 



PROVIDE Cp3 



S403 



S414 



ACCEPT E(KPcp3.Ks1d) •« 



DECRYPT E(KPcp3. Ks1d) WITH 
Kcp3 TO ACCEPT Ks1d 



| PRODUCE SESSION KEY Ks2d h ~T 



ENCRYPT Ks2d WITH Ks1d 
TO PRODUCE E(Ks1d, Ks2d) 



PROVIDE E(Ks1d,Ks2d) 



S418 



S433 



I ACCEPT E(Ks2dK^V 

IE 



DECRYPT E(Ks2d.Kc) WITH 
Ks2d to ACCEPT Kc 



(NORMAL END) 5434 (END DUE TO REPRODUCTION REJECTION) 



CONTROLLER 108 

C START 
S Jl 



HD 20 



S401 



\ ISSUE OUTPUT REQUEST FOR CERTIFICATE) 



ACCEPT Cp3 Y 



$404 



I PROVIDE Cp3 
' \ 



S405 



S412 

ACCEPT E(KPcp3,Ks1d) ] *■ 



H PROVIDE E(KPcp3,Ks1d) 



S415 



S413 



•S416 



S417 

S419 

, ^ — 

ACCEPT E(Ks1d,Ks2d) 



| PROVIDE E(Ks1d,Ks2d) 



S420 



S423 



PROVIDE STORAGE LBA OF 
TARGET LIC 



+ { ACCEPT Cp3 Y 



S406 




S407 * 
UNCERTIFIED 



CERT IFIED 
| ACCEPT KPcp3^ 



PRODUCE Ks1d 



S408 
S409 



ENCRYPT Ks1d WITH KPcp3 
TO PRODUCE E(KPcp3, Ks1d) 



.S410 



- | PROVIDE E(KPcp3,Ks1d) Y ^ U 



S421 



ACCEPT E(Ks1d,Ks2d) 



S422 



DECRYPT E(Ks1d, Ks2d) WITH 
Ks1d TO ACCEPT Ks2d 



S424 



- ^ACCEPT STORAGE LBA OF TARGET LIC 




NO REPRODUCTION 
RESTRICTION 



S431 

ACCEPT E(Ks2d,Kc) J«- 



ENCRYPT Kc WITH Ks2d 
TO PRODUCE E(Ks2d,Kc) 



PROVIDE E(Ks2d,Kc) Y 



S430 



HPROVIDE E(Ks2d,Kc) Y ^\ 



S432 



S435 



S436 ; 

ACCEPT ERROR NOTIFICATION^ ISSUE ERROR NOT IF I CAT IQNfc - 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



